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Console  access  refers  to  a  system  with  a  direct  physical  connection  to  another
system component, where that connection does not rely on a networked connection
(meaning that access is from the “console” to the system component via a physical
cable).  Console  access  is  a  mechanism  typically  used  by  system  administrators,  to
connect  via  physical  cable  to  a  system  component  that  resides  in  the  CDE  or
sensitive area for purposes of managing that system (for example, editing a sensitive
configuration file on that system component). This is considered a more secure form
of access because it cannot be easily intercepted by an unauthorized user.
Console access does not include situations where the system is used to access other
system components over a networked connection. For example, access via a laptop
or  workstation  using  a  physically  connected  keyboard  is  not  considered  “console
access” if  that system requires a networked connection to access any other system
component.
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